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ICT (ACCEPTABLE USE) POLICY AND AGREEMENTS
INTRODUCTION
New technologies and the use of the internet have become integral to the lives of children and young
people in today’s society, both within schools and in their lives outside school. However to ensure
the safety and privacy of pupils, staff and parents connected with the school it is imperative that the
following guidance is adhered to at all times:
This policy and agreements should be read alongside the Online Safety Policy.
AIMS
The aims of this policy and agreements are to ensure that:
 all members of the school community are responsible users of technology and communications
 pupils and staff are aware of their obligations and expectations when using online systems
SCOPE
 These agreements apply to all members of staff employed full time, part time or peripatetically
at Thomas’s Academy and covers the use of computers, laptops, tablets, mobile phones, smart
watches and any other forms of technology
 Parents are requested to follow the guidance on the use of technology within school as listed in
the Personal Devices and Photography Policy.
STAFF AGREEMENTS
General Overview
 I will not use my school email address for non-school business.
 I will not create, transmit, or cause to be transmitted material which is designed or likely to
cause annoyance, inconvenience, needless anxiety or offence.
 I will not create, transmit or cause to be transmitted material such that the copyright of another
person is infringed.
 I will not send any message, internally or externally, which is abusive, humiliating, hostile or
intimidating towards another person.
 I will not gain unauthorised access to, or violate the privacy of another person’s files.
 I will not corrupt or destroy other people’s data or disrupt the work of another person.
 I will keep all passwords and PIN identifications confidential at all times and change them
regularly.
 I will not disclose a username and/or password to any third party without the consent of the
governors.
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Internet Use
 I understand that access to the Internet is provided on the basis that it is used professionally
and that any personal use is reasonable and proportionate.
 I will not try to use any programmes or software that might allow me to bypass the filtering /
security systems in place to prevent access to such materials.
 I will not use the school’s Internet for personal financial gain (including the use of online
auction sites), gambling, political purposes or advertising.
 I am aware that the use of the Internet, email, or any other media to access inappropriate
materials such as pornography, racist or any other offensive material is forbidden.
 I will use Safeshare.tv or a similar software when showing videos to children to avoid unwanted
images or comments that detract from the content of what is being shown.
Use of Email/ Communications for professional purposes
 I will communicate with pupils and parents/carers using only official (monitored) school
systems (email/ TLP etc) and any such communication will be professional in tone, manner and
content.
 I will not use personal email addresses, text messaging or public chat / social networking
programmes for any such communication.
 I will only open any attachments to emails if the source is known and trusted, due to the risk of
the attachment containing viruses or other harmful programmes.
 I will not engage in any online activity that may compromise my professional responsibilities or
bring the school into disrepute.
 I will immediately report, to the nominated person, in accordance with the Staff Acceptable User
Policy, the receipt of any communication that makes me feel uncomfortable, is offensive,
threatening or bullying in nature and I will not respond to any such communication.
Use of all mobile devices (telephones/tablets etc)
 I will ensure all mobile devices (work and personal) are secured with a PIN or password security
to prevent unauthorised use.
 I will ensure all mobile devices (work and personal) are put away securely in all Early Years
settings except those expressly used as part of teaching, learning and assessment.
 I acknowledge that mobile devices are not to be used or taken into changing rooms, pupils’
loos or used in any situation that may cause embarrassment, offence or discomfort to pupils,
staff or visitors to the school.
 I understand that if any mobile device is brought into school it must not hold any inappropriate
or illegal content.
 If there is a reason for pupils or members of staff to use their personal devices as part of an
educational activity then I will first have this approved by the Head of School, or the Group
Leader of the visit and a risk assessment will be completed as part of the activity preparation.
Staff – Work Mobile Devices


I understand that I may use a mobile device provided by the school with discretion for specific
work purposes such as:
o photographing or recording work related activities
o supporting or enriching the learning of pupils.
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I will keep any mobile device that contains sensitive information secure at all times and locked
away if ever left on school premises.



If I am loaned a work mobile phone I will sign for it and the list will be kept by the Head
Teacher

Staff – Personal mobile telephones
 I will ensure my personal mobile phone is on silent, locked and completely out of sight during
teaching time apart from momentarily when required for 2 step verification log ins.
 I understand that when not in use, my personal mobile phone will be put away securely with
other valuables when at school.
 I will not use my personal mobile phone to make or take calls, text or for any other purpose
within earshot or sight of children. This includes communal areas such as corridors and
hallways, unless in an emergency.
 I will not use my personal mobile phone during teaching periods unless permission has been
given by a member of SLT in emergency circumstances.
 I understand that I am not permitted to use my personal mobile phone for contacting children
and their families within or outside of the setting in a professional capacity, unless in
exceptional circumstances and with the permission of my head. (eg on school trips).
Use of digital images (still and videos/films)
Internal Use
 I understand that the following examples are acceptable uses of digital images within school
and may use these to enhance my teaching and the learning experiences of the children:
o Children being photographed at work during a learning activity and then displayed on
the interactive whiteboard, allowing children to see their work and make improvements
o Presentation purposes around the school or on school app systems e.g. in wall
displays or PowerPoint presentations to celebrate events and productions or share
good practice.
 I will not share, distribute or publicise any images outside the school environment.
 I will only use work-provided equipment to take photos or videos of pupils as a general rule.
However on rare occasions (eg trips) and only with permission from my Head, I may use my
own camera or personal device for this purpose. All photographs thus taken will be downloaded
at the end of the day onto the school computer and deleted from my memory card, personal
device and any storage or back up servers (cloud).
External use
Particular care must be taken when using images for external purposes such as the school website,
blog etc so that it is not possible to identify pupils by name or other personal information.
 I will follow these guidelines with regards to any external images:
o I will ensure that any photographs I take do not feature children whose parents have
not given permission for their images to be used
o if a pupil is named I will not use their photograph
o if I use a pupil’s photograph I will ensure there is no other personal information that may
be used to identify them
o when showcasing examples of pupils’ work I will only use their first name
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o If showcasing digital video work to an external audience, I will ensure that pupils are
not referred to by name on the video and that pupils’ full names are not given in the
credits at the end of the film.
o I will ensure that I do not use pupils’ names when saving images in the file names or in
the tags when publishing photos or videos
 I will ensure that only images of pupils in suitable dress are used.
 I understand that if an external organisation requests pictures to be taken for their own
publicity a consent form must be signed giving permission for the photograph’s long term,
possibly high profile, use (See Appendix 2 of the Personal Devices and Photography Policy).
 I understand that in exceptional circumstances the school may wish to post a picture of a child
with their name on the school website, in these circumstances, I, or a senior leader will obtain
written permission from parents or carers before individual photographs are posted.
 On occasions parents may feature in photographs taken during school events. However if their
image is prominent in any photograph I will seek permission from the parent before using the
photograph.
 Any images uploaded will be done so for the sole purpose of inclusion on the named media
platform and will not be forwarded to any other person or organisation.
Live Streaming
 When live streaming is planned I will notify parents beforehand by email or letter.
 I will inform pupils about appropriate behaviour online and upholding the school’s values.
Use of social media
 I will be professional, responsible and respectful when using social media
 I understand that any content posted must abide by copyright and intellectual property rights,
child legislation privacy and data protection law and other relevant civil and criminal legislation
 I will be conscious at all times of the need to keep my personal and professional lives separate.
I shall not put myself in a position where there is a conflict between my work at Thomas’s work
and personal interests.
 I understand that only the Headteacher (or members of staff with the Head’s specific
permission) upload information onto the school blog or Twitter feeds and that any such
photographs will be watermarked to avoid screen grabbing
 In case of day visits, I will ensure that images taken at a specific location are not uploaded until
the pupils have left that location
Use of social media on behalf of Thomas’s
 I will only use official Thomas’s sites for communicating with young people or to enable young
people to communicate with one another. Any such accounts and activities should be approved
by a member of the Senior Leadership Team or named person prior to use.
 I will only use my school email address to administrate any account / site / page and will secure
this with a strong password.
 I understand that the Headteacher has full administration rights to any social media platform.
 I will not create any site that breaches the terms and conditions of social media service
providers, particularly with regard to minimum age requirements. Before using any site I will
refer to www.commonsensemedia.org or www.bewebsmart.com to see if it is suitable for a
particular age group.
4

Reviewed March 2018
13+

Houseparty, PokémonGO

14+

LinkedIn, Pinterest, Youtube Music

15+

Facebook, Flickr, Keek, Instagram, Reddit, Twitter, Vine Camera

16+

Musical.ly, ooVoo, Path, Snapchat, Tumblr, WhatsApp, WeChat

17+

Foursquare, Kik, Live.ly

18+

PixelGun3D, Tinder, YouTube Gaming,

 I will ensure that the content and channel is always suitable for the audience and will be
sensitive in the tone of language used. I will also write any content in acceptable, plain English.
 I will not engage in activities involving social media which might bring Thomas’s into disrepute.
 I will not represent my personal views as those of Thomas’s on any social medium.
 I will not discuss personal information about young people and other professionals I interact
with as part of my job on social media.
 I will not use social media and the internet in any way to attack, insult, abuse or defame young
people, their family members, colleagues, other professionals, other organisations or
Thomas’s.
 I will not use social media to express any discontent about my own role or any aspect about
how Thomas’s operates. If I have any issues in these areas I will use the appropriate channels to
raise them with my line manager or the Headteacher.
 I will be accurate, fair and transparent when creating or altering online sources of information
on behalf of Thomas’s.
 I will always observe and promote Online Safety in the use of social media platforms.
 I will report any accidental access or receipt of inappropriate materials or inappropriate
comments to the Head Teacher as a matter of urgency.
 I understand that where it is believed unauthorised and/or inappropriate use of the site or
unacceptable or inappropriate behaviour may be taking place, the school will exercise the right
for the content to be deleted or deactivated.
 I will raise any queries about the use of safe and acceptable practice online with the Head
Teacher.
Staff personal use of social media
As regards personal online accounts, members of staff are required at all times to bear in mind their
professional reputation and the reputation of the school and do nothing to bring either into
disrepute.
 I will ensure that any personal accounts are not linked in any way to Thomas's.
 I will not identify myself as an employee of Thomas’s in any personal social platform, to prevent
information on these sites from being linked with the home and school and to safeguard the
privacy of staff members, particularly those involved in providing sensitive frontline services.
 I may access professional social media platforms such as “Linked In” but will not name
Thomas’s as my employer or place of work.
 I will not have contact through any personal social medium or accept a friendship request from
any child at a Thomas’s School or from former pupils under the age of eighteen.
 I will not accept friendship requests from parents of current pupils when the only connection is
that of being a member of staff and a parent. If I am friends or relations with people who then
become Thomas’s parents or I am a member of staff with children in the school, so have friends
due to them being parents of my child(ren)’s friends, I will exercise neutral notification and
inform the Head Teacher of any of these connections.
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 I will exercise caution and discretion when accepting requests from parents of former pupils.
 I will exercise caution when inviting or accepting work colleagues to be ‘friends’ in personal
social networking sites.
 I will not discuss any information to which I have access as part of my employment on any
personal social media platform (eg information about pupils and their family members).
 I will not publish on my social media platform any photographs, videos or any other types of
image of young people and their families or images depicting staff members identifying the
Thomas’s premises (eg staff parties or school social events).
 I will not use my Thomas’s staff email address or other official contact details to set up
personal social media accounts or to communicate through such media.
 I will not edit open access online encyclopaedias such as Wikipedia in a personal capacity at
work. This is because the source of the correction will be recorded as the employer’s IP address
and the intervention will, therefore, appear as if it comes from the employer itself.
 I will not use or publish Thomas’s corporate image on any personal social media platform.
 I will regularly review my privacy settings to ensure that my profiles and photographs are not
viewable by the general public. I understand that the school strongly advises me to set the
privacy levels of my personal sites as strictly as I can and opt out of public listings on social
networking sites to protect both myself and my employer.
 I will respect the expectations of the school with regards to limited personal use of social media
during working hours.
 I will always log out of any personal site if using it at school
Pupil Protection
 I understand that pupils must be supervised at all times when using mobile devices or
computer equipment.
 I acknowledge that it is every member of staff’s responsibility to ensure that pupils are able to
use the Internet in a safe and appropriate manner in their lessons.
 I am aware of the ICT Agreement which pupils sign at the beginning of each year and am able
to refer to the Rules for Responsible Computer Use when using ICT equipment. I am able to
apply appropriate sanctions for the pupils’ misuse of ICT equipment in accordance with the
School’s Behaviour Policy.
Data Protection and Security
 I will keep my password, PIN or log in name confidential at all times and change them as
required by the Online Safety Policy or in response to a request from the persons responsible
for running and maintaining the system.
 I will ensure I have logged off or locked any device if I need to leave it at any time.
 I will not access, copy, remove or otherwise alter any other user’s files, without their express
permission.
 I understand that all personal data held on the school’s network is subject to the Data
Protection Act 1998 and the school’s Data Protection Policy.
 I understand that where data of a personal nature such as school reports, IEPs, correspondence,
photographs and assessment data accessed out of school it must be recognised that this data
comes under the Data Protection Act and is subject to the School’s Data Protection Policy. Care
must therefore be taken to ensure its integrity and security.
 I will keep school equipment safe and secure at all times, especially when travelling.
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 I will take every reasonable precaution to ensure that any data, equipment or information on an
external storage device or cloud based software e.g. USB stick, Googledrive, is kept secure
 I will ensure that all work is stored securely in an appropriate area.
 I will only use the generic “guest” log in code if any visiting speaker I have invited needs to
access the internet.
 If a device containing school information is lost or stolen I will inform IT support immediately.
Copyright
 When using the Internet in my professional capacity or for school sanctioned personal use:
o I will ensure that I have permission to use the original work of others in my own work.
o Where work is protected by copyright, I will not download or distribute copies (including
music and videos).
o All material e.g. planning and teaching resources created by staff and saved on the
School’s network is the property of the School and making unauthorised copies of or
deleting such materials maybe in breach of the Data Protection Act, Individual Copyright
or Intellectual Property Rights.
 I will raise pupil awareness of copyright and plagiarism.
Reporting Incidents
 I will inform the Head Teacher in writing immediately of any abuse of any ICT systems or
inappropriate content suspected to be on the ICT systems. I will provide the location and names
where possible.
 I will immediately report any illegal, inappropriate or harmful material or incident I become
aware of to the Head Teacher.
Software and Hardware
 Before purchasing any hardware or software I will gain permission from the Head Teacher who
will ensure its relevance and necessity.
 I will immediately report any damage or faults involving equipment or software, however this
may have happened.
 I understand that school equipment taken off site will be my personal responsibility. Any
insurance claims due to loss or damage will be made from my own contents or motor
insurance.
 If I leave the employment of the School I will return any technology equipment loaned to me,
including peripherals.
Monitoring
 I understand that the School can and will monitor my use of the ICT systems, data, email and
other digital communications on the network to ensure policy compliance.
Sanctions
 I understand that if I breach any part of this policy then disciplinary action may be taken.
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REFERENCES
DfE Advice ‘The Prevent Duty’ (June 2015) from ‘The Counter-Terrorism and Security Act’ 2015
HM Gov ‘Communications Act’ (2003)
HM Gov ‘Data Protection Act’ (1998)
HM Gov ‘Computer Misuse Act’ (1990)

See also:

Anti-bullying Policy, Code of Conduct, Data Protection Policy, Online Safety Policy,
Privacy Notice, Safeguarding and Child Protection Policy

This policy will be reviewed annually
Created: July 2013

By:

Jill Kelham, Vice Principal

Latest Review: March 2018

By:

Joanna Copland, Vice Principal, Michael

Changes made

Swart, Senior IT Manager, Digital Leads
Next Review: January 2019

By:

Joanna Copland, Vice Principal, Michael Swart, Senior IT
Manager, Digital Lead

Appendices
Appendix 1: Staff ICT Acceptable Use Agreement
Appendix 2: Lower School ICT Agreement
Appendix 3: Prep School ICT Agreement
Appendix 4: Bring Your Own Device Pupil Agreement
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ICT AUP APPENDIX 1

STAFF ICT ACCEPTABLE USE AGREEMENT
AGREEMENT


I understand that I am responsible for my actions in and out of school.



I understand that this Acceptable Use Policy applies not only to my work and use of school ICT
equipment in school, but also applies to my use of school ICT systems and equipment out of
school and my use of personal equipment in school or in situations related to my employment
by the school.



I understand that I will only use social media in accordance with the guidance set out in this
policy



I understand when using social media for personal or official reasons I should bear in mind
my professional reputation and the reputation of the school and do nothing to bring either
into disrepute.



I have read the ICT Acceptable Use Policy agreement and understand that if I fail to comply
with it, I could be subject to disciplinary action. This could include a warning, a suspension,
referral to Academy Governors and in the event of illegal activities the involvement of the
police.



I have read and understand the above and agree to use the school ICT systems (both in and
out of school) and my own devices (in school and when carrying out communications related
to the school) within these guidelines and the expectations of my contract and the Staff Code
of Conduct.

Staff Name (printed)

……………………………………

Signed:

……………………………………

Date:

……………………………………
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PLEASE ONLY RETURN THIS SIGNED FRONT SHEET; RETAIN THE POLICY DOCUMENT FOR YOUR
RECORDS.
ICT AUP APPENDIX 2

KS1 ICT ACCEPTABLE USE AGREEMENT
Rec

1.

2.

Year

Year

1

2

I will only use ICT equipment if there is an adult in the
room.
I will look after ICT equipment properly and use it
carefully.

3. I will only go to websites that my teacher has said I can.

4. I will only look at, change or delete my own files.

5. I will ask the teacher before I print anything.

6.

If I see anything that makes me unhappy I will tell my
teacher.

Reception

Name:

……………………………

Date:

……………………

Year 1

Name:

……………………………

Date:

……………………

Year 2

Name:

……………………………

Date:

……………………
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ICT AUP APPENDIX 3

KS2 ACCEPTABLE USE AGREEMENT
Yr 3
1.

2.

3.

4.

Yr 4

Yr 5

Yr 6

I will only use a device at school when there is a teacher present in the room.

I will respect the school’s ICT resources and do nothing to disable or cause any
damage to them.
I will ask permission before entering any website, or downloading programmes,
apps or files from the Internet, unless my teacher has already approved the site.
I will get permission from the owner before I look at, modify or delete anyone
else’s files.
Any electronic communication I send, from any sort of device, will be polite and

5.

responsible. If I see anything I am unhappy with, or I receive messages I do not
like, I will tell a teacher immediately.

6.

7.

8.

9.

10.

I will ask my teacher’s permission before I access any personal web pages or
email accounts

I will choose a secure password and keep it private.

I will ask my teacher’s permission before using any personal electronic devices
or bringing files into school.

I will be considerate of everyone in a photo or video before I post it online.

I will always behave in a responsible manner when using devices both in and out
of school and not do anything that goes against the school’s Code of Conduct.

I understand that I must follow these rules if I am to be allowed to use computer equipment.
Year 3

Name:

……………………….…..……

Date:

………………………..…

Initials: …………

Year 4

Name:

………………….………..……

Date:

………………………..…

Initials: …………

Year 5

Name:

……………………….…..……

Date:

………………………..…

Initials: …………

Year 6

Name:

………………….………..……

Date:

………………………..…

Initials: …………
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ICT AUP APPENDIX 4

BRING YOUR OWN DEVICE – PUPIL AGREEMENT
This agreement applies to any type of personal device – telephone/tablet /smart watch etc
Agreement
 I agree to follow this Bring Your Own Device agreement in conjunction with the School ICT
Acceptable Use agreement.
 I agree that my device will only be brought into school with the permission of my Class Teacher
and only used in class with the permission of my Class Teacher
 Any device I bring into school will be clearly named and where possible secured with a
password/passcode that I do not disclose to anyone else
 I understand that any device brought into school must have all communication settings turned
off during the school day.
 I understand that my use of any device can have an impact on other children including younger
children and the wider school community. As such I will only use it responsibly
 I understand that personal devices must not be accessed during the day unless expressly being
used as part of a lesson or activity
 I understand that any mobile device is strictly forbidden in any tests or examinations. The use
of any device may lead to that paper being disqualified
 I understand that the school is not responsible/liable should any device be lost or stolen.
 I understand that any electronic device must be charged at home. Personal chargers are not to
be brought into school
 I understand that the school will regularly review the capabilities/potential use of different
devices and may withdraw permission for the use of my device at any time.
 I understand that if I use any device in an inappropriate way or at an unsuitable time it may be
confiscated by my teacher and returned to my parents at the end of the day
Mobile Telephone and Smart Watch
 I understand that my mobile telephone is needed for one of the following reasons:
o I am travelling to and from school alone and may need to contact my parents/guardian
o I have to walk to/from the bus stop to my home alone and may need to contact my
parents/guardian
 My telephone will be switched off and handed into the school office not used during school
hours and other educational activities
 I will not take my phone or any device on organised school day trips.
 My phone can be used off-site after school except at off-site school events.
a) If I am at a school event off-site after school I must ask the teacher on duty if I can use my
phone.
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b) If I think I need to use the phone after school I will do so only after speaking to a teacher for
approval and giving a valid reason.
c) If travelling home on a school bus it will only be used if the driver has given permission to
do so for a valid reason.
 For conditions (a), (b) and (c) I will then put the phone away immediately afterwards and if I
need to use it further I must ask again.
Fitness Tracker


I understand that I may bring a personal fitness tracker into school if it does not have any
communication features. However I may be asked to leave it at home if it becomes a source
of distraction or disruption.

Sanctions
 I understand that failure to follow this agreement will result in a warning that will be noted at
the bottom of this agreement and further use, contrary to this agreement, will result in
permission for my electronic device being brought into school revoked.
 I understand that if I break the School ICT agreement sanctions will be applied as explained at
the start of the academic year.

Name of pupil:

Signature of pupil:

Form/Tutor Group:

Date:

I, the undersigned, have read and agree to the above information about appropriate use of mobile
devices at Thomas’s Academy.
I give permission for my child to bring a mobile device to school and understand that my child will
be responsible for ensuring that it is used appropriately and correctly while under the school’s
supervision, as outlined in this document.
I understand the school will not accept any responsibility for loss, damage or theft of a mobile
device.
Name of parent/carer:

Signature of parent/carer:

Signature of Digital Lead:

Date:

Dated list of any Sanctions or warnings issued:
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